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(57) PecfcepaT: 

H3o6pereHne othocmtch k JikmeH3HpoBaHwo 
nporpaMMHbix cpeflCTB. 3/ieMeHT annapaTHbix 
cpeflCTB Bbino/iHeH Ha MHTerpanbHofl cxeiwe. Oh 
npe/jHa3HaMeH Ann o6ecneHeHM$i co6n»oAeHkm 
nni4eH3MOHHbix orpaHnneHMfi. TaKoe 
co6/uofleHue o6ecneMHBaeTbn nyreM 
AMCTaHi4MOHHOM nepe/iaMH npuBuneruM flocTyna 
Ann BbinoriHeHM? nni4eH3upoBaHHoCi nporpaMMbi 
ot AaHHoro sriefyieHTa annapaTHbix cpeACTB Ha 
MHTerpanbHoPi cxewie k APyroMy anajiornHHOMy 
sneivieHTy. 3neiweHT annapaTHbix cpeACTB Ha 
MHTerpajibHofl . cxeiue cx>Aep>KMT 

3Hepro3aBMCMMyK) nawmTb, npeAHa3HaMeHHyio 
Ann xpaHeHun yHUKanbHOM BbiAeneHHotf napbi 
Knione^ ujuc^'poBaHMW, qnc£>poBo8 CepTMCflVIKaT 
ycTpo^cTBa, npeAHa3HaneHHbi^ Ann 

ayTeHTMCpHKaL^HH, . . H OTKpblTbltf KHIOH 

LUM0pOBaHMfl M3rOTOBHTen« BMecTe c 



KpunTorpacfinnecKUM anropnTMOM, 6jiok 
o6pa6oTKH. llocneAHUM npeAHasHaneH Ann 
Bbino/iHeHMfl KpunTorpacpunecKMX anropKTMOB 
npn o6pa6oTKe nHc^opMaunn, bbsashhom b 
aneMeHT annapaTHbix cpeACTB, n Ann nepeAaMM 
o6pa6oTaHHofi WHCfcOpMaLll/IH b 

3Hepro3aBMCMMyK) naiuflTb, SneiweHT coAep>KMT 
TaioKe reHepaTop cnyMafiHbix nucen, . 
npeAHa3HaHeHHbi« Ann reHepupoBanun 
yHMKanbHoPi BbiAeneHHoPi napw KniOMetf. 5 c. n 
11 3.n.<$-/ibi, 7 nn. 
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H3o6peTeHue othochtca k nni4eH3upoBaHW*o 
nporpaMMHbix cpeflCTB. B MacTHocTM, oho 
othcchtca k ycTpoficTBy m cnoco6y Anfl 
nepeHoca npuBunernn flociyna An* 
BbinoxiHeHM^ nporpaMMbi nnL4eH3upoBaHHbix 
nporpaMMHbix cpefldB ot caHKi^noHnpoBaHHoro 
y3na, MMeioLnero nepBbitf sjismbht annapaTHbix 
cpeflCTB, k HecaHKUnoHnpoBaHHOMy y3ny, 
MMeioineMy BTopoB sneMeHT annapaTHbix 
cpe^CTB, 6e3 HapyiueHHfl nnL^eH3MM KOHKpeTHoro 
nonb30BaTen«. 

npeALuecTBytomi-ifi ypoBeHb TexHMKM 
Ha paHHMX GTanax pa3BMTM« KOMnbioTepHotf 
TexHMKM npu ocymecTBJieHWki KOMMepnecKHX 
cflenoK B TunoBOM cnyMae ncnonb30Banacb 
L\eHTpajiM30BaHHa« yHMBepcanbHafl 
BbiMncnuTeribHafi MamnHa, MMeKomafi p*A 
HenporpaMMUpyeMbix ("HeMbix") TepMMHanoB, 
noAKnraHeHHbix k yHUBepcanbHOvi MaujUHe. C 
nosRBneHMeM ManoraoapuTHbix 6onee - 

6blCTpOAefiCTByHDLHHX M 60Xiee 3Cj)4)eKTHBHblX 
KOMnbKDTepOB GonblUMHCTBO T3KHX 

COBpeMeHHblX KOMMepMeCKMX CUCTeM 

OTKa3anncb ot cbohx L^eHTpannsoBaHHbix 
yHMBepcanbHbix BbiMMcnwTenbHbix MaiUHH h 
nepemnn Ha wcnonb30BaHi/»e pflAa a bto h om h bix 
KOMnbKDTepOB mjim pacnpeAeneHHofl ce™ 
(HanpHMep, noKanbHoPi ceTH), BKmcmajoinefl b 
ceoa MHOKecTBO nepcoHa/ibHbix KOMnbKrrepoB, 
npuneM Ka>KAbiw no.nb30BaTe.nb ocyi^ecTBnweT 
ynpaBneHne cbomm co6cTBeHHbiM 

nepcoHanbHbiM KOMnbtOTepoM. 

YHMTblBafl 3Ty TeHAeHL^HK) K 

AeueHTpannsaL^viM, MHorne pa3pa6oTMMKM 
nporpaMMHoro o6ecneneHUfl nnqeH3npyioT cboh 
nporpaMMHbie cpeACTBa b cooTBeTCTBMM c 

KOHKpeTHOM CXeMOM nULjeH3HpOBaHHH, OObMHO 

onpeAenneMoPi iok u nnL4eH3Mfl KOHKpeTHoro 
nonb30Barenfl". JlML^eHsnfl KOHKpeTHoro 
nonbsoBarena b o6u^eM cnynae no3Bon«eT 
npeABapnTenbHo onpeAeneHHOMy nucny 
HHAUBMAyanbHbix nonb30BaTenevi paocrraTb c 
KOHKpeTHofi nporpaMMoPt onpeAeneHHbiM 
o6pa30M b reMeHMe KOHKpeTHoro apeMeHn. 
TaKMM o6pa30M, nni4eH3Hfl CB«3aHa c 
Bbi6paHHbiM MucnoM nonb30BaTeneCi, ho He c 
onpeAeneHHbiM y3JioM. flnq ueneft HacTOBmero 
M3o6peTeHuia TepMHH "y3en" onpeAenneTca KaK 
annapaTHoe cpeACTBO wHTenneicryanbHoro 
xapaicrepa, HanpuMep KOMnbiOTep, npuHTep, 
cpaKCMMnnbHbiM annapaT n T.n. cpeACTBO, 
npeflnoHTMTenbHO npeAycMaTpMBatoinee 
HacTOfliAee H3o6peTeHne. riepBocTeneHHOM 
npo6neMofi, cBH3aHHotf c nnL4eH3MflMn Ha 
nporpaMMHbie cpeACTBa Ann KOHKpeTHbix 
nonbsoBaTenetf, flanaeTCfl to, mto npvi 3tom 
MMeeT MecTO KOCBeHHoe cTHMynnpoBanne 
HecaHKL^noHMpOBaHHoro ncnonb30BaHHfl n/nnn 
KonnpoBaHUfl nnueH3MpoBaHHoro nporpaMMHoro 
o6ecneMeHHfl, mto HaHOCMT ypoH 
noTeHUnanbHbiM AoxoAaM ot nni4eH3npOBaHUH 
AJifl pa3pa6oTMMKOB nporpaMMHbix cpeAcre. 

HecKonbKO neT Ha3aA pa3pa6oTHMKH 
nporpaMMHbix cpeACTB npHAywanM cnoco6 
3au4MTbi cbomx nporpaMMHbix cpeACTB OT 
ncno/ib30BaHHfl u KonnpoBaHHfl BHe HOpM 
nvmeH3npoBaHMfl KOHKpeTHbix nonb30BaTeneB, b 
to BpeMfl KaK KOMMepnecKvie oonaAaTenu 
nnL\eH3HM nbiTanncb cyi^ecTBeHHO ocna6nTb 

njogyjO KQCBSHHyKD OTBeTGTBeHHOGTb 3a 

HecaHKUMOHnpoBaHHoe McnoribsoBaHne nnn 
KonnpoBaHne nni^eH3npoBaHHbix nporpaMMHbix 
cpeACTB cbohm nepcoHanoM. TaK^M o6pa30M, 
KaK pa3pa6oTMHKW nporpaMMHbix cpeACTB, TaK n 
KOMMep^ecKne o6naAaTenn ntii4eH3nK 6binn 
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3aHHTepeCOBaHbl B TOM, 4T06bl OA^HaKOBblM 

o6pa30M npennTCTBOBaTb pacnpocTpaHeHUHD 
nporpaMMHbix cpeACTB BHe paMOK nvmeHSMfi atia 
KOHKpeTHoro nonb30BaTenfl. 

B HacTomqee BpeMfl comacne c nni4eH3neti 
Ha nporpaMMHbie cpeACTBa Ann KOHKpeTHoro 
nonb30BaTen5i ocyLqecTBnfleTcn nyTeM 
ncnonb30BaHnn HeKOToporo 4)M3HHecKoro y3na 
annapaTHbix cpeACTB, cBoeo6pa3Horo 
"npneMOOTBeTHMKa" (dongle). 3tot y3en 
ynaKOBaH BMecTe c nporpaMMoPi 
nni^eH3npoBaHHbix nporpaMMHbix cpeACTB m 
nocTaBnneTCfi coBMecTHo c humh. Oh b TunoBOM 
cnynae CB^3aH c napannenbHbiM nopTOM y3na, 
HanpwMep nepcoHanbHoro KOMnbiOTepa. B 
pa3JiMMHbie MOMeHTbi BpeMeHM npn CBoeM 
BbinonHeHMM nMueHsnpoBaHHan nporpaMMa 
6yAeT nepeAaBaTb coo6meHne 

caHKUMOHnpoBaHUfl ( N 3anpoc H ) aKTHBHOMy 
ycTpoi^cTBy, BxoA^LAeMy b cocTaB ynoMHHyToro 
npneMOOTBeTMMKa. 3to aKTMBHoe ycTpoticTBo 
o6pa6aTbiBaeT sanpoc c ncnonb30BaHneM 
ceKpeTHoPi nHQbopMauuM (Aanee na3biBaeMOPi 

"MapKepOM AS^CTBeHHOCTH nHLjeH3HH"), 

xpaH«i4eMCfl b npneMooTBeTHUKe, n c^opMiipyeT 
oTBeTHoe coo6LAeHne. nporpaMMa cpaBHUBaeT 
3TOT oTBeT c o>KkiAaeMbiM OTBeTOM m pa3peLiiaeT 
AanbHeMLuee BbinonHeHne nporpaMMbi, TonbKO 
ecnn 3th o6a OTBeTa HAeHTWHHbi. 

TaKUM o6pa30M, xota nonb30BaTenb mo>kbt 
cKonnpoBaTb jiML\eH3npoBaHHyio nporpaMMy n 
3arpy3HTb ee bo MHOKecTBO nepcoHanbHbix 
KOMnbiOTepoB, OAHaKO TonbKO nepBbiK 
nepcoHanbHbiM KOMnbioTep, c KOTopbiM 
coeAHHeH npneMooTBeTHMK, 6yA©T 

o6ecnennBaTb BbinonHeHne stoR nporpaMMbi. 
Ppn ocyLi^ecTBneHnfl BbinonHeHMM 
nnmeH3npoBaHHO^ nporpaMMbi Ha apvom 
nepcoHanbHOM KOMnbioTepe npneMooTBeTHMK 
Heo6xoAHMo qbn3HHecKM yAanMTb H3 nepBoro 
nepcoHanbHoro KOMnbioTepa n coeAHHHTb ero c 
Apyrnw nepcoHanbHbiM KOMnbKDTepoM. B 
pesynbTaTe 6yAeT HMeTb MecTO 3anpeT 
BbinonHeHMM nporpaMMbi Ha nepBOM 
nepcoHanbHOM KOMnbK)Tepe. FIcho, mto 

MHO>KeCTBO HHCTannWL^H^ J"lHl4eH3MpOBaHHOM 

nporpaMMbi He 6yAeT MMeTb oTpnuaTenbHbix 
cpuHaHCOBbix nocneACTBM^ fxnn pa3pa6oTMHKa 
nporpaMMbi, TaK KaK hhcjjo npneMOOTBeTHUKOB, 
nepeAaHHbix KOMMepMecKOMy o6naAaTenio 
nnueHsnn, b o6meM cnynae orpaHMMeHO 
KonnnecTBOM nui^, KOTOpoe cornacoBaHO npn 
3aKJiK)MeHMM nnueH3MOHHoro comaujeHUfl c 
KOHKpeTHbiMn nojib30BaTenyiMH nporpaMMHbix 

CpeACTB. 

XoTfl BbiLueonncaHHbie npneMOOTBeTMUKn 
o6ecneHHBaioT coBMecTMMOCTb c nni4eH3uevi 
Ann KOHKpeTHoro noJibsoBaTena, nx 
ncnonbsoBaHne MMeeT p^A HeAocTaTKOB. Oahh 

M3 HMX CB«3aH C Heo6XOAUMOCTbK) 0M3HHeCKOK 

AOCTaBKn Tararo M npneMO0TBeTHHKa" 
noKynaTenio. TaKUM o6pa30M, b to BpeMfl KaK 
Ann noBbiiueHUH yAo6cTBa m coKpau^eHMfl 
3aTpaT Ha nooraBKH npeAnarawTcn cucTeMbi 
sneicrpoHHoi^ AocTaBKM nporpaMMHbix cpeACTB 
(Ha3biBaeMbie "nocTaBKaMM nHctDopMaL^MH"), 
BbiiueyKa3aHHbiPi noAXOA, npeAycMaTpuBaioiUMK 
ncnonb30BaHne "MaTepnanbHoro cpeACTBa", 
no-npe>KHeMy Tpe6yeT ncnonb30BaHM5i 
TpaAnu^oHHofi TexHonornn AocTaBKM n 
CB«3aHHblX c humh 3aTpaT. Ilpn ncnonb30BaHMH 
onucaHHbix Bbime npneMooTBeTMMKOB b L\enpx 

3aiHMTb! O^HHaHCOBblX MHTepeCOB 

pas paSoTM m ko b nporpaMMHoro o6ecneHeHHJi 
noKynaTenb AomceH HecTn o6peMeHHTenbHye 
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o6fl3aHHOCTH, cfi«3aHHb!e co cneflyiomuM: 1) 
Henocpe^cTBeHHO nonynaTb tskoCi 

"npHeMOOTBeTMHK" B KOHKpeTHOM MecTe M 3aTeM 

noAcx)eAHH^rb era k yany, npe>Kfle neM mowho 
6yfleT Mcnonb30BaTb nnneH3wpoBaHHyio 
nporpaMMy; 2) 3aKa3biBaTb jini^eH3npoBaHHyio 
nporpaMMy 3apaHee, ao ee HaMeneHHoro 

HCnOJlbSOBaHMfl, MTOObl AHGTpn6bK5TOp 

nporpaMMHbix npoAyKTOB MMen BpeMfl Ha 
nepecbmKy ynoMHHyToro "npweMOOTBeTHUKa". B 
nioooM cnyMae wcnonb30BaHne 

"npMeMOOTBeTMMKa" CHWKaeT SCjDQ^eKrHBHOCTb M 

AocTynHocTb cwcreM pacnpocTpaHeHua 
nporpaMMHbix npoAyKTOB. 

flpyrofi HeAocTaTOK yKa3aHHoro noAXOAa 

COCTOHT B TOM, MTO yCTaHOBKa H CHflTMe 

npneMOOTBerMHKa npeACTaanflioT cooofi 
npoqeAypy, Tpe6y»oinyio AononHMTenbHbix 
3aTpaT Bp6M©HM. B cny^ae KOMMepMecKotf 
AeflTenbHOCTH, KpwTUMHofl k BpeMeHHbiM 
3aTpaTaM, Heo6xoAMMocTb 3aMeHbi 

npkieMooTBeTMUKOB Moxer noBnnaTb Ha 

30C$)eKTHBHOCTb KOMMepHeCKOfi A^Te/lbHOCTH B 

L^enoM. £\i\e oahhm HeAocraTKOM HBnaeTCfl to, 
mto nocTOAHHoe yAaneHne m npncoeAHHeHne 
npneMooTBeTMUKa yBenwMMBaioT BepoflTHOCTb 
ero noBpe>KAeHnn m qbyHKLjuoHanbHbix oTtcasoB, 
mto noTpe6yeT npwocraHOBneHHa KOMMepnecKoii 

Ae^Te/lbHOCTH B 0>KHAaHMM HOCTaBKM HOBOrO 

npneMooTBeTMMKa, npe>KAe HeM nporpaMMHoe 
oSecneneHne mowho SyAeT ncnonb30BaTb 

BHOBb. 

KpOMe Toro, HeAOCTaTKOM HanaeTCfl to, hto 
xo™ nni^eH3Mfl HanpaBneHa Ha 
MHflUBMAyajibHbix nojib30BaTenefi, 
npneMOOTBSTMMK b o6ii^eM cnynae 
npncoeAMH«eTC« k yany. TaKHM o6pa30M, ecnn 
no/ib30BaTerib nepeMemaeTCfl c oaho8 MamnHbi 
na Apyryio (HanpuMep, nepexoAWT Ha 
nepcoHanbHbiM KOMnbioTep, HaxoA^LMUMcn y 
Hero flOMa), to TeM caMbiM txnn Hero B03HMKaK)T 
npenflTCTBMfl ncnonb30BaHwo 
nnL;eH3MpoBaHHoro nporpaMMHoro 
o6ecneHeHnq, ecnn TonbKo AaHHbiM 
nonb30BaTenb He flBnaeTCfl caM BXiaAenbLjeM 
npMeMOOTBeTHMKa. 

KpaTKoe M3/io)KeHMe cyiAHOcrw M3o6peTeHMfl 
C yneTOM Bbiiuenano>KeHHoro, cyu^ecTByeT 

Heo6X0AUMOCTb B C03AaHHM 

KpnnTorpacfcnMecKoro ycrpoficTBa c 

Q^yHKL^HOHaJIbHblMH B03MO>KHOCTflMU 

aneiapoHHoro npneMOOTBeTMMKa b buia© 
aneMeHTa annapaTHbix cpeACTB Ha 
nHTerpanbHofl cxeMe. CooTBeTCTBeHHO saAanetf 
n3oopeTeHua flanfleTCfl cosAaHHe 
KpunTorpaqbuMecKoro ycrpoCicTBa b bma© 
aneMeHTa annapaTHbix cpeACTB Ha 
nHTerparibHofi cxeMe, BicniOMaKDi^ero b ce6a 
sneMeHT naMATu ppn BHyTpeHHero xpaHeHHfl 
yHUKaribHoro LjwqbpoBorb cepTMCfcMKaTa Ana 

HCnODb30BaHHfl npH AUCTaHUHOHHOM 

ayTeHTMCjDMKai^MM KOMnoHeHTa Ha MHTerpanbHotf 
cxeMe. 

Eu\e oahoCi 3aAaMefi n3o6peTeHHH flsrmeTCfl 
co3AaHne aneMeHTa annapaTHbix cpeACTB Ha 
MHTerparibHofi cxeMe, o6ecneMHBaiomero 
BHyrpeHHee reHepnpoBaHne yHUKanbHotf napbi 
OTKpwToro KnK)Ma h nHAMBHAyaribHoro KnroMa 
LunqbpoBaHnfl n xpaHeHne, no MeHbiueki Mepe, 
kiHAHBHAyanbHoro Kmona, TeM caMbiM 
npenflTCTBya era ncnonb30BaHwo BHe aneMeHTa 
annapaTHbix cpeACTB. 

TaroKe 3aAaMeti M3o6peTeHnn aanaeTCfl 
co3AaHne aneMeHTa annapaTHbix cpeACTB Ana 
BHyTpeHHero xpaHeHna oTKpbiToro KnioMa 
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KOHKpeTHoro coo6mecTBa aha o6ecneHeHM5? 
ceKpeTHoro o^MeHa AaHHbiMM c APyrMM 
aHanorviMHbiM aneMeHTOM annapaTHbix cpeACTB, 
KOHTponnpyeMbiM unw n3roTOBneHHbiM AaHHbiM 

C006Li^eCTBOM. 

A TaioKe 3aAaMew H3o6peTeHM« nBnfleTcn 
cosAanne oneMeHTa annapaTHbix cpeACTB An« 
o6ecneqeHHfl nepeAa^n nnueH3nn Ha 
nporpaMMHoe o6ecneMeHne, He Tpe6ya 
aToro nocTOAHHbix cf)H3MMecKMX MaHnnyn^i^nPi c 
annapaTHbiMn cpeACTBaMM. 

SneMeHT annapaTHbix cpeACTB comacHO 
M3o6peTeHHK) coAep>KMT 6noK o6pa6oTKM A"« 
BbinonHeHMfl onepai4nK no nAeHTH0MKai4Hn n 
aneMeHT naMflrn, BKnioHaHDiMMK b ce6fl 
sHeproHesaBMCMMyio naMHTb An« xpaneHun 
yHUKanbHoK napbi OTKpbiToro icnioMa n 
MHAMBHAyaribHoro icnKDMa iiiMcJjpoBaHUfl, 
LjMcppoBoro cepTno>MKaTa aha ayTeHTncf)MKai4MH 
napbi KniOMefl n OTKpbiToro icnioHa Bbi6paHHoro 
coo6L4ecTBa (npeAnoMTHTe/ibHO M3roTOBMTenyi 
aneMeHTa annapaTHbix cpeACTB) Afifl 
o6ecneMeHM« o6MeHa AaHHbiMM Me>KAy AaHHbiM 
aneMeHTOM annapaTHbix cpeACTB m APyrnMn 
aHanor^MHbiMn aneMeHTaMM AaHHoro 
MsroroBHTenfl. 3HeproHe3aBMCMMafl naMJiTb 
MO>KeT TaioKe ncnonb30BaTbCfl Anfl xpaHeHMJi 
KpnnTorpao>n4ecKnx anropnTMOB. 3neMeHT 
annapaTHbix cpeACTB TaioKe coAepWHT 
3Hepro3aBncnMy»o naMHTb pf\* xpaHeHna 
HHC^opMai^nn, o6pa6aTbiBaeMoi^ 6noKOM 
o6pa6oTKM, MHTepo>ePic Ana npneMa m aha 
nepeAaMH.MHqbopMai^nn b 3aujnct)pOBaHHOM nnn 
pacuincppoBaHHOM cfiopMaTe ot mjih 
CooTBeTCTBeHHO k ApyrMM aHanornHHbiM 
aneMeHTaM nocpeACTBOM LUUHbi nepeAann 
AaHHbix, a TaioKe reHepaTop cnyHaiiHbix nucen 
Ana qbopMnpoBaHun yHUKanbHoCi napbi 
OTKpbiToro Kniona m nHAHBHAya/ibHoro icnioMa 

LUHC£>pOBaHHH. 

KpaTKoe onucaHne MepTOKevi 

3aAaHM, npn3HaKH m npenMyu^ecTBa 
HacTOflinero n306peTeHMfi noacHflioTCfl b 
nocneAyraiAeM AeTanbHOM onucaHMH co 
ccbmicaMU Ha nnniocTpMpy»oLi;ne nepTe>Kn, Ha 
KOTopux npeACTaBneHO cneAyioLi^ee: 

4)nr. 1 - &noK-cxeMa, unmocTpupyioLi^afl 
AByHanpaBneHHbiC^ npoi^ecc mnc}3poBaHMfl m 
AeujuqbpoBaHUfl c ncnonb30BaHneM 
CMMMeTpuHHoro KnioMa oinqbpoBaHMfl, 

o>Mr. 2 - 6/ioK-cxeMa, unniocTpupyioi^a^ 
AByHanpaBneHHbiM npoL\ecc iunc)3poBaHM« m 
AenincppoBaHUfl c ncnonb30BaHneM 
acuMMeTpuMHoro KniOMa ujuc^poBaHMfl, 

cf)nr. 3 - 6noK-cxeMa, unnKX^TpupyiOLL^afl 
npou\eAypy l^mc^pobom cepTncf)HKai^MM 
nonHOMOHHbiM opraHOM, 

o^nr. 4 - 6noK-cxeMa KOMnbioTepHOfi 
cucTeMbi, BonnomaioineM b ce6e BapnaHT 
ocymecrBneHMfl MsoepeTeHM*. 

o>Mr. 5 - 6noK-cxeMa . BapnaHTa 
ocyiAecTBneHMW Hacroflu^ero M3o6peTeHHfl, 

<$nr. 6 - 6noK-cxeMa nocneAOBaTenbHocTM 
onepai^MM cnoco6a BBeAeH^fl ynoMflHyToii napbi 
m L^nqtipoBoro cepTMCf)MKaTa b aneMeHT 
annapaTHbix cpeACTB, 

4>nr. 7 A r. . 7C - 6noK-cxeMbi 
nocneAOBaTenbHocTePi . onepauMM nepBoro 
aneMeHTa annapaTHbix cpeACTB, 

ycTaHaannBaioL^ero cBA3b c BTopbiM aneMeHTOM 
annapaTHbix cpeACTB Ana nepeHoca MapKepa 
Ae m ctb e h h octm nnL\eH3MH Me>KAy BTOpbIM 
aneMeHTOM annapaTHbix cpeACTB, nMeiotnero 
nni4eH3npoBaHHbie npMBunernn, m nepBbiM 
aneMeHTOM annapaTHbix cpeACTB. 



o 



-si 
CO 

o 

o 



fleTanbHoe onucaHne BapnaHTOB 
ocymecTBJieHMfl M3o6peTeHnn 

HacTonmee n3o6peTeHne othocktch k 
ycrpoPicTBy u cnoco6y Ann o6ecneHeHun 
nepefla^n nni4eH3MM Ha nporpaMMHbie cpeACTBa 

Me>Kfly COOTBSTCTBeHHO KOHCf)HrypHpOBaHHblMM 

3/ieMeHTaMM annapaTHbix cpefldB w 

HCKJ1IOM8HHJ1 npM 3T0M Heo6XOflHMOCTH B 

ncnorib30BaHMM nocraBnfleMbix MaTepnanbHbtx 
annapaTHbix cpeACTB. B Hn>KecneAyK>LAeM 
onucaHnn pasnnMHbie npn3H3KH fleTanbHO 
noacHnioTcn Ann o6ecneMeHMfl npasnnbHoro 
noHUMaHMfi cyu^HOCTM n3o6peTeHHfl. BMecTe c 
TeM, Ann cneuuanncTOB b ashhoCi o6nac™ 

TeXHHKVI AOn>KHO 6blTb flCHO, HTO HacTonmee 

n3o6pereHne MoweT 6biTb peann30BaH0 Ha 
npaicrnKe b bma© paanuHHbix APyrux BapuaHTOB 
ocymecTBneHMfl, HeM Te, KOTopbie 
nponnnKDCTpupoBaHbi b onucaHnn, 6e3 
M3MeH8HMP npw 3T0M cyii^HOCTH m o6"-beMa 
u3o6peTeHHfl. KpoMe Toro, xopomo M3BecTHbie 
cxeMbi, oneMeHTbi m T.n. AeTanbHO He 
noflCH*K)TCfi, mo6bj n3nmuHe He 3arpy>KaTb 
onucaHne M3o6peTeHMfl. 

B HM>KecneAyioineM noflpo6HOM onucaHnn 
u3oopeTeHnn nacTO HcnonbsyioTcn pnA 
TepMUHOB, oTHocnmnxcn k KpvinTorpacjMM, Ana 
onwcaHun HeKOTopbix xapaKrepucTMK mjim 
cbomctb, hto onpeAenneTcn Huxe. TepMHH 
"kjuoh" npeACTaBnaeT co6om napaMeTp 

KOAHpOBaHMfl M/HJ1M A© KO AH PO B3 H Wlfl A™ 

o6bNHoro KpnnTorpaqbnHecKoro anropnTMa. 
Bonee KOHKpeTHO, KnroH npeACTaBn^er co6om 
nocneAOBarenbHoe pacnpeAeneHMe ("cTpoKy") 

ABOMHHblX A^HHblX PJMAHOft n 6htob, rAe n - 

npoM3BonbHoe HMcno. TepMMH "coo6u4eHne" b 
o6mewi cnynae onpeAenaeTCH KaK MHc£opMa 1411*1 
(HanpuMep, ujMc^poBaHHbie aflpec m AaHHbie 
KnjoHefi), KOTopbie A°n>KHbi nepeAaBaTbcn b 
nocneAOBarenbHocTki l^hktiob wuHbi. 
HH(t»opMai4M5i Moacer BKnKwaTb b ceon 3anpoc n 

OTBeTHblfi OTKnUK. TepMMH "L^MC^pOBOM 

cepTM4)MKaT" onpeAenneTcn KaK MHcfiopMaLjMn, 
oTHocamancn k coo6inecTBy, 
ocymecTBnwioi^eMy MHcfjopMai^noHHbM o6MeH, b 
TunoBOM cnynae era oTKpbiTbitf ktiioh 
ujMcfcpoBaHUfl, 3awMc£>pOBaHHan c 
ncnonb30BaHneM MHAHBMAyaxibHoro Kniona 
ny6nnMHoro ynonHOMoneHHoro opraHa 
(HanpuMep, oaHKa, npasMTenbCTBeHHOM" 
opraHH3ai^nn, ToproBotf accoL^MaL^nn m T.n.). 
TepMMH " L^MC^poBaa cMmaTypa" cxoAeH no 

CMblCJiy C TepMMHOM "LJMCfcpOBOM CepTMCjDMKaT", 

ho ncnonb3yercfl aha ayTeHTMcpviKai4vin 
coScTBeHHo coo6ineHMfl, a He ompaBHTenpi. 

B nocneAHne roAbi Bee 6onee HeooxoAMMofl 
CTanoBHTCJi nepeAana ljhc^poboCi MHcfjopMai^MM 
M3 oAHoro MecTa b APyoe. B pe3ynbTare 
MHome coo6mecTBa b HacTOflLL\ee BpeMfl 
Mcnonb3y»or KpunrorpacfiMHecKyK) rexHOJioriiHD, 
TaK hto MHCjDOpMaL^nfl Mo>KeT nepeAaBaTbefl 
TaKUM o6pa30M, hto ona npeACTaBn^eTCfl 
noHATHOM n 0AHO3H3MH0 onpeAeneHHotf Anfl 
3aKOHHoro nonynaTenfl, ho coBepiueHHo 
Hepa36opHMBoR m HeBocnpUHMMaeMot^ flnfl 
He3aKOHHbix nonynaTenePi. B TunoBOM cnynae 
KpnnTorpacf>MHecKafl TexHonorn« 

4)yHKqHOHHpyeT B COOTBeTCTBUM c oahum M3 

AByx o6u4enpHH5iTbix MeTOAOB, a MMeHHo: 
KpunTorpacbufl Ha ocHOBe cMMMeTpuMHoro 
KJifona iun4)poBaHH« wnn KpunTorpacfjufl Ha 
ocHOBe acuMMeTpuHHoro (mjih oTKpbrroro) KTirona 
LUMqbpoBaHMfl nnn KOM6nHai4M« yica3aHHbix 
TexHonoruft KpnnTorpa4)HM. 

Ha qbur. 1 npeACTaaneH npMMep 
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ocymecTBjieHUfl cnoco6a KpunTorpacpnn c 
ncnonb30BaHneM cuMMeTpuHHoro KJiKDHa 
UJnqbpoBaHUfl. 3tot cnoco6 Tpe6yeT 
ucno/ib30BaHMfl nAeHTUHHoro, T.e. 
CMMMeTpuMHoro ceKpeTHoro KnwHa 

LUnqbpoBaHUfl (o6o3HaHaeMoro SK) 1 Ana 
LUnqbpoBaHUfl hcxoahoto coo6ineHMfl 5, 
noAnewamero nepeAane Me>KAy nepBbiM yanoM 
10 u BTopbiM y3noM 15, Ann nonyHeHMfl 
LDnqbpoBaHHoro ncxoAHoro coo6meHnn 20 m ah« 
AeiLincjDpoBaHMfl 3aiunc^poBaHHoro ncxoAHoro 
cooSineHMfl 20 Ann BoccTaHoaneHun ucxoAHoro 
coo6LMeHHfl 5. TaKoe Liinc^poBaHne m 
AeujuqbpOBaHne BbinonH«K)Tcn c 

HCnOJIbSOBaHMeM UJMpOKO M3BeCTHblX 

TpaAHUMOHHbix KpunTorpacJjuHecKnx 
anropMTMOB, HanpuMep, "AnropnTMa 
UJucfipoBaHMfl j qaHHb!X M , o6biHHO Ha3biBaeMoro 
DES. McxoAHoe coo6u^eHMe 5 noABepraeTCfl 
cneAytoiAePi o6pa6oTKe: (1) LUnc^pyeTcn b 
nepBOM y3Jie 10, (2) nepeAaeTca ot nepBoro 
y3na 10 bo BTopofi ysen 15 nepe3 OTKpbiTyio 
cpeAy nepeAann, Hanpniwep Tenect>OHHbie 
KaHanbi m T.n., M (3) AenincfipyeTcn bo btopom 
y3ne 15. OAnaKO AaHHbitf cnoco6 
3aTpyAHMTenbHO noAAep>«<nBaTb Ann 6onbiuoro 
Hucna nonb30BaTene^, TaK KaK oh TpeoyeT 
npeABapnTenbHoro onpeAeneHnw ceKpeTHbix 

KTlfOHefi LUM4)pOBaHHfl (SK). 

Ha cfinr. 2 npeACTaaneH npMMep 
ocyi^ecTBneHMn cnoco6a c ncnonb30BaHvieM 
acuMMeTpuHHoro Kntona LUMcjDpoBaHnn. B stom 
cnoco6e Asa oTAeribHbix icnioHa (HasbiBaeMbie 

"OTKpblTbIM KTIKOHOM" M "MHAHBHAyanbHblM 

KntoMOM") ncnorib3yKDTcn pa3AenbHO Ann 

LUMC{)pOBaHHfl M A©LUH0POBaHHn. flnfl 

ycTaHOBneHMfl AsycTopoHHero o6MeHa AaHHbiMM 
Me>KAy nepBbiM ysnoM 10 n BTOpbtM yanoM 15 
"oTKpbiTbiM " KnioH 16 M3 napbi KniOMePi BToporo 
yana 15 (o6o3HaneHHbiM PUK2) xpaHHTcn n b 
oCLAeM cnynae ncnoribsyeTcn nepBbiM yanoM 10 
Ann ujucfipoBaHun ucxoAHoro coo6"meHHfl 30 
cornacHO acuMMeTpMHHOMy anropnTMy RSA, 

LiJMpOKO H3BeCTHOMy B KpunTOrpacJ^MH. flpH 3TOM 

cfjopwinpyeTcn 3aLuno>poBaHHoe ncxoAHoe 
coo6meHne 35, noAne>KaLAee nepeAane k 
BTOpoMy yany 15. Kpowe Toro, b nepBOM yane 
10 xpaHHTca napa KXiJoneM nepBoro yana, t. e. 

OTKpblTbIM KnK5H 11 M MHAUBMAyanbHblM KnWH 12. 

M l/lHAHBMAyaJ^bHblC^ ,, kjikdh 17 H3 napbi 
icnMDHeM BToporo yana 15 (o6o3HaHeHHbJ& PUK2) 
n3BecTen m ncnonb3yeTcn ncKmoHMTeribHO 
BTopbiM y3fioM 15 Ann paannHHbix i4ene^, 
BKnionan AemnqbpoBaHne aawnc^poBaHHoro 
coo6meHnn 35 M3 nepsoro yana 10 b 
cooTBeTCTBHH c anropMTMOM RSA, KaK noica3aHo 
Ha c£w-. 2. OAnaKO stot cnoco6 He 3amnmeH ot 
nonbiTOK He3aKOHHbix rpynn (Hanpniwep, 
ocyiMecTB/inHDiAUX npOMbiiurieHHbiM LiinutoHax) 
BbiAaTb ce6$i 3a 3aKOHHbie coo6inecTBa 
(HanpuMep, HaeMHbix pa6oTHHKOB nrin 
coTpyAHMKOB coBMecTHbix npeAnpunTHM m T.n.) 
nyTeM nepeAann MOiueHHHHecKnx coo6LAeHMCi 

ApyrUM 33KOHHblM C006LHeCTBaM C L^eilbHD 

BHeceHMfl HapyiueHU^ b AePicTByioLUMPi 
MHqbopMaL^noHHbiM noTOK Mfin nonyneHMfl 
KOHC^nAeHi^naribHoCi MHqbopMaL^nn. noaTOMy 
o6biHHO ncnonb3yK3Tcn AonoriHHTenbHbie 
npoTOKonbi Ann ayTeHTHcf)HKaL\nn coo6meHHfl m 
npoBepKH nernTHMHocTn cooSLi^ecTBa, 
HanpaBMBLuero coo6u4eHne. 

AyTeHTncfDMKaL\Mn OTnpaBHTenn (HanpuMep, 
npoBepKa Toro, mto oTnpaBHTenb, 

MCnOJlbSOBaBLUUM OTKpblTbIM KX1K)H UJUC^pOBaHUfl, 

nanneTcn Ae^cTBHTenbHo ncTMHHbiM 
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anaAenbqeM 3Toro orKpbiToro KnjoMa) 
npeACTaan«eT co6oh npo6neMy npn 
nepBOHananbHoii ycTaHOBKe MHdpopMaunoHHbix 
o6MeHOB Mewy paHee Hen3BecTHbiMH 
CTopoHawiM. Stow npo6neMbi mojkho b o6meM 
cnyMae H36e>KaTb nyTeiw BBefleHMfl L^ncfipoBoro 
cepTn4)MKaTa 45 b nepeAaBaeMoe cooGmeHue 
50. UncfcipoBofl cepTMc$)MKaT 45 BbinycKaeTCfl 
opraHOM 55, HaAeneHHbiM B3anMHbiMM 
nojiHOMOHHflMM (Hanpniviep, 6aHKOM, 
rocyAapcTBeHHOH opraHHsaunen, ToproBon 
accoi4naL\neti h T.n.) nyieM wHcfipoBaHHfl 
oTKpbiToro icmona 11 ysna, MHni^MnpoBaBiuero 
nH<$)opMaL;noHHbiPi 06M8H (PUK1), cumaTypHbiM 
aneMeHTOM (o6o3HaMeHHbiM SM) 58 c 
MHAHBMAyaJlbHblM ktiiomom (PRKTA) 57 SToro 
nariHOMOHHoro opraHa 55, TaK hto 
MOLUeHHMMBCKMS HOnblTKM Hcnorib30BaTb PUK2 

16 6yAyT npuBOAHTb b pesynbTaie k 
HeMHTaeMbMy oTKnuKy Ha nepeAaHHoe 
cooGmeHHe, ca>opMHpoBaHHOMy ero 
nojiyMaTeneM. Bbi6op no/iHOMOHHoro opraHa 55 

33BHCMT OT CTOpOH, yMaCTByiOLAHX B 

MH0opMai4MOHHOM o6MeHe. HanpHMep, ABa 
nwu,a, saH«Tbie b oahoh h toh we KOMMepnecKon 
AeflTeribHOCTM, Mornn 6bi o6a A°BepflTb 
cepTM4)HKaraM, BbinymeHHbiM HeKOTopon 
KopnopaTMBHOfi opraHH3aL^neti, ABrmioLneHCfl 
rapaHTOM stoh KOMMepnecKoPi Ae*TenbHocTH. 

HaeMHbIM pa60THMKaM AByX He3aBHCHMblX 

KOMMepnecKVix opraHH3aL|HH, oah3ko, 
noTpe6oBanncb 6b! He TOJibKO cepTHO>HKaTbi 
cooTBeTCTByrau^nx opraHM3ai^nCt-nopyHHTenePi, 

HO H CepTM0MKaTbl, HanpHMep, OT HeKOTOpOH 

ToproBo-npOMbiLuneHHoCi opraHM3ai4HH, KOTopaa 
perncrpupyeT TaKne KOMMepwecKne 
cooo"mecTBa. 

ripn TaKOM noAXOAe Arm cfcopMwpoBaHi/m 
nepeAaBaeMoro cooo'LAeHHfl 50 oAHOBpeMeHHo 
Bbino/iHHJOTcn MHOKecTBo onepaijHfi. TaK, 
McxpgHpe_^_coo6LyeHMe_ 40 wucfcipyeTCfl c 
vHcriojib30BaHneM cuMMerpuMHoro ceKpeTHoro 
KfifOMa (SK) 60 c noMou^bJo anropHTMa DES, b 
pesynbTaTe nero dpopMnpyeTca 
3awHdppoBaHHoe coo6u^eHne 65, KOTOpoe • 
bboautch b nepeAaBaeMoe coo6Li^eHMe 50 

BMeCTe C UHt ftPQBblM Qe gTHC foH K3TOM 45. 

HcxoAHoe coo6"meHHe 40 TaiOKe 
oopaoaTbiBaeTCH c Hcnonb30BaHHeM anropHTMa 
x3LunpoBaHi/m (nepecTaHOBKM) 70 (HanpHMep, 
MD5) Arm cpopMMpoBaHMfl Aa^A^ecTa (KparKoro 
M3Jio>KeHHfl) 75 nepeAaBaeMoro coo6u^eHn«. 
Aa^A>KecT 75 nepeAaBaeMoro coo6uneHHH 
AonoriHurenbHO uuHdppyeTCfl c ncnonb30BaHneM 
HHAUBMAyanbHoro KnKDHa QjMcfDpoBaHUfl nepBoro 
y3na (PRK1) 12 Arm dpopMHpOBaHH* LiHdppoBOH 
cumaTypbi 80, KOTopaa bboamtca b 
nepeAaBaeMoe coo6meHHe 50. flononHHTenbHO, 

CHMMeTpHHHblH" KHIOM (SK) 60 WHO>pyeTCfl c 
nOMOlUbK) OTKpblTOrO KnJOHa UJHO>pOBaHHfl 

BToporo ysna (PUK2) 16 comacHO anropnTMy 
RSA, B pe3ynbTaTe Hero dpopMHpyeTCfl 
3aiuncfipoBaHHbiCH cHMMeTpHMHbiffi ioihdm "SKenc" 
85, Taoce bboahmwh" b nepeAaBaeMoe 
cooSuneHHe 50. 

ComacHo <pur. 3 nocne npneMa cao6ineHHfl 
50, nepeAaHHoro nepBbiM ysnoM 10 Mepe3 
o6LAeAocTynHyK) cpeAy nepeAann 25, BTopoPi 
y3en 15 AeiiJM<$>pyeT 3aujMabpoBaHHbiPi 

CMMMeTpMHHbIM KHJO^ "SKenc" 85 C nOMOlAbJO 

CBoero MHAHBMAya/ibHoro Knjcwa iuncf)poBaHMfl 
(PRK2) 17 m !4n0poBOM cepTnc{)MKaT 45 c 
noMoiAbK) OTKpbiToro KnfOHa (PUBTA) 
ynofiHOMoneHHoro opraHa 55 ah* nonyMenun 
KTlHDMa SK 60 U KTIKDMa PUK1 11. 3th khkdmm SK 
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n PUK1 60 m 11 ncno/ib3yiOTCfl Anfl 
Aeiunc|)pOBaHMfl 3aiunc|DpoBaHHoro MCXOAHOrO 
coo6uneHM5i 65 m l^hc^poboCi cumaTypbi 80 An« 
BbiAeneHMfl AaviA^ecTa 75 nepeAaHHoro 
coo6uneHHfl m HcxoAHoro coo6meHi/m 40 
cooTBeTCTBeHHO. HcxoAHoe coo6L4eHne 40 
3aTeM o6pa6aTb!BaeTC5i c ncnonb30BaHneM 
anropMTMa xaujMpoBaHMfl 85, MAeHTMHHoro 
BbinonHflBiueMycn b nepBOM y3/ie 10. 
nonyMeHHbie pe3yribTaTbi (onpeAenneMbie KaK 
"Aai^A^ecT npnH«Toro coo6meHM5r) 90 
cpa b h h Ba fOTCfl c Aa^A^ecTO m 75 nepeAaHHoro 
coo6meHMfl 75. Ecjim AaMA>Kecx 75 nepeAaHHoro 
coo6meHMH HAeHTMHeH AaiiA^ecTy 90 
npHHfrroro cooSiMeHUfl, to nHo>opMai4MOHHbiM 

06MeH Me>KAy STUMM AByMfl npaBOMOHHblMM 

y3naMM noAAepJKMBaeTCfl. 

Ha Q>nr. 4 npeACTaaneH BapuiaHT 
ocymecTaneHMfl KOMnbK)TepHOM cucTeMbi 100, 
ucnonb3yK)LneM HacTomuee n3o6peTeHne. 
KoMnbKDTepHafl cwcTeMa 100 coabp^ht 

MHOKeCTBO B3aMMOAeMCTByiOLl^MX C UJHHOPl 

KOMnoHeHTOB, BKnKD^afl rnaBHbiR npoLjeccop 
105, naMHTb 110, KOHTponnep 115 
b b o fla/ b bi bo Aa m KpMnTorpa4>MHecKoe 
ycTpo^cTBO, onpeAeneHHoe 3Aecb KaK "aneMeHT , 
annapaTHbix cpeACTB" 120. MHOwecTBo 

KOMnOHeHTOB CMCTeMbl, B3aHMOAeMCTByfOLHHX c 

wfiHofi, CBflsaHbi Me>KAy co6oPi nocpeACTBOM 
cHCTeMHOM ujMHbi, KOTopap o6ecneHHBaeT 

MHCf)OpMai^MOHHblM o6MeH MeJKfly yK33aHHblMM 
KOMnOHeHTaMM. 

CneAyeT HMeTb b BHAy, hto, KaK xopouio 

M3BeCTHO B A a HHOV1 o6naCTM TeXHHKH, B 

KOMnbioTepHoi^ cvicTeMe 100 MO>KeT 6biTb 
ncnoJib30BaHo 6onee oAHoro rnaBHoro 
npoL^eccopa, xota Ha nepTeace noKasaH TonbKO 
oahh rnaBHbifH npoLjeccop 105. KpOMe Toro, 
naM^Tb 110 MO)KeT coAep>KaTb f\w Ha m hh ecKoe 
3ynB, n3Y, 3YriB aha conpflKeHMfl 
MMKponpoueccopa c Te/ieBM3MOHHbiM 

MOHHTOpOM M T.H. llaMflTb 110 XpaHMT 

MHCfiopMaLjwo, Heo6xoAHMyK) aha 
ncnoJib30BaHMfl rnaBHbiM npoLieccopoM 105. 

KOHTponnep b BOAa/ b bi bo Aa 115 

npeACTaBrmeT co6oi^ nHTepcf)eCic Me>KAy ihmhoCH 

BBOAa/BblBOAa 135 M CUCTeMHOft UJMHOfi 130, 

\KOTopbii^ o6ecneHMBaeT KaHan CBW3H (t. e. 
\iunio3) aha nepeHoca MHO>opMaL4MM Me>KAy 

KOMnOHeHTaMM, CBfl3aHHbJMH C CUCTeMHOtf 
/iiJMHO^ 130 MJ1H C LUMHOfi BBOAa/BblBOAa - 1 35. 

J LLlMHa BBOAa/BblBOAa 135 nepeHocMT 
HH0opMai4Mio no MeHbLuefi Mepe b oaho 
nepncj)epnMHoe ycrpofiCTBO (hjim ot Hero) b 
KOMnbiOTepHotf cuscTeMe 100, BKnioHafl, 6e3 
KaKVix-nn6o orpaHHHeHnii, A^cnnePi 140 
(HanpHMep, 3J1T, JKHAKOKpMCTarin m necKH m 
AHcnneK n T.n.) Anfl OTo6pa>KeHMfl 
HSoSpaxeHHi^, 6yKBeHHO-i4nc>poBoe ycTpoi^CTBO 
BBOAa 145 (HanpHMep, 6yKBeHHO-LjMci)poBafl 
KnaBMaTypa m T.n.) An« BBOAa MHO>opMaL^nn m 
Bbi6opa KOMaHA Arm maBHoro npoueccopa 1 05, 
ycTpoficTBo ynpaaneHM^ 150 KypcopoM 
(HanpHMep, MaHnnyn«Top Tuna "Mbiub", map 
TpaccHpoBKH, BcnoMoraTenbHafl ceHCopHasq 
KnaBHaTypa m T.n.) Ann ynpaBJieHMfl 
nepeMeu^eHHeM Kypcopa, ycTpoCicTBO MaccoBofi 
naMHTM 155 (HanpHMep, MamHTHbie neHTbi, 
AHCKOBOAbl Ha JKeCTKHX A^^Kax, Ha |-h6khx 
AMCKax h T.n.) Arm xpaHeHHfl HHO>opMai4HH, 
ycTpoHCTBO nepeAann h npneMa MHO>opMai4HH 
160 (HanpHMep, c£aKCHMH.nbHbiH annapaT, 
npHHTep, CKanep h T.n.) Arm nepeAann 

HH0OpMai4HH OT KOMnbKDTepHOH CHCTeMbl 100 K 

ApyroMy ycTpoPicTBy h Ann npneMa 
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MHcpopMai^^n ot Apyroro ycTponcTBa n 
ycTpOMCTBO 165 Ana H3roTOBneHHfl nenaTHbix 
Konnn (HanpuMep, nnorrep, npuHTep n T.n.) 
Ana nony^eHna MaTepnanbHoro BnayanbHoro 
npeACTaBneHM5? nHqbopMaunn. FIcho, mto 
KOMnbK)TepHa« cncTeMa, noKa3aHHaa Ha qbnr. 4, 
MOxeT McnoribsoBaTb HeKOTOpbie nnn Bee H3 
nepeqncneHHbix KOMnoHeHTOB nnn nHbie 
KOMnoHeHTbt, pommmo noKa3aHHbix Ha MepTewe. 

KaK noKa3aHO Ha <£nr.5, b oahom H3 
BapnaHTOB ocymecTBneHna i/i3o6peTeHna 
aneMeHT annapaTHbix cpeflCTB 120 CBa3aH c 
CHCT6MHOM lUMHOn 130, yoraHaBnnBaiOLnen 
KaHan cBasn c nnaBHbiM npoueccopoM 105, a 
TaioKe c naMHTbio n KOHTponnepaMn 
iBBOfla/BbiBOAa (He noKa3anbi). SneMeHT 
I annapaTHbix cpeflCTB 120 coAepwnT oAHHOHHyio 
nHTerpanbHyjo cxeiuy b qbopMe Kpncranna 121 
(Hanpwviep, MUKpoKOHTponnep), 3aKnK)MeHHoro b 
Kopnyc 1 22 nHTerpanbHofl cxewibi, 
npeAnoHTnrenbHO repMeTnHHbin, Ana 3aLnnrbi , 
Kpncranna 121 or noBpea<AeHna n 3arpa3HeHnn. 
KpncTann 121 coAepwHT 6noK o6pa6oTKH 123, 
coeA^HeHHbi^ c aneweHTOM naMaTn 124, ; 5 , 
nHTepqbeficoM ujMHbi 125 n reHepaTopoM nncen ! : ! 
126. HHTepqbeita lumhw 125 o6ecneMMBaeT \f 
nHct»opMaL\noHHbM oSMeH Me>KAy aneivieHTOM f 
annapaTHbix cpeACTB 120 c nio6biM ApyrnM •j] 
ycTpoMCTBOM (HanpnMep, rnaBHbiM 

npoL^eccopoM, ApyrnM noAoo"HbiM aneMeHTOM 
annapaTHbix cpeACTB b ApyroM yorponcTBe n 
T.n.). BnoK o6pa6oTKH 123 BbinonHaeT 
BblHMCneHHfl BHyTpeHHMM o6pa30M b 

3aiAMiAeHHOM cpeAe BHyTpn KpncTanna 121, 
ooecnennBaa noATBep>KAeHne npaBnnbHOCTn 
coeAHHeHM« c caHKi^noHnpoBaHHbiM 
nonyMaTeneM MHqbopMaL^nn. TaKne BbiMncneHna 
BKnKDMaKDT b ce6a BbinojiHeHne onpeAeneHHbix 
anropuTMOB n npOTOKonoB, 3anycK aneitrpoHMbix 
cxeM (Hanpniwep, reHepaTopa Mncen 126, 
npeAnoMTMTenbHo reHepaTopa cnynanHbix 

1 Mncen) Ana reHepnpoBaHna cnei^ncJjnHecKon Ana 
L ycTpo^CTBa_ napbi __oTKpbiToro jaiK>ja_ n 

1 HHA^BMAyanbHoro kriiOHa wnqbpoBaHna^ n T.n. 
Bjiok o6pa6oTKn .123 ^axoAHTcSR BHyTpn 
KpncTanna 121 Ana npeAOTBpameHna 
bo3MO>khoctm AOCTyna k nHAHBHAyanbHOMy 
KnKwy nyTeM ncnonb30BaHna B03AencTBna 
BnpycoB, mto npeACTasrmeT cocon o6biHHbin 
MeTOA HapytueHMfl pa6oTbi KOMnbioTepHon 
cncTewibi Ana nonyMeHna ee nHAnBnAyanbHoro 

KnJOMa LUMCt>pOBaHMfl M APy ro ^ MHC|30pMai4MM. 

SneMeHT naMa™ 124 BKniOHaeT b ce6a 
3HeproHe3aBncnMyK) naMaTb 127 aha 
3anoMMHaHna cooTBeTCTByKDmnx 
KpnnTorpac|)HHecKMX anropnTMOB, TaKnx K3K 
RSA, DES, napbi OTKpbiToro n MHAHBMAyanbHoro 
KnioMefi LuncjDpoBaHna 127a, ijncjDpoBoro 
cepTnct>MKaTa aha npoBepw/i ayTeHTHHHOCTH 
napbi KniOHetf (ooosHaMaeMoro DC) 127b n 
■ ^ojj<pbn^rojcn^ n3roTOBHTena 
! KOMnoTiel^tarHa MHfeTpaTiwPibix^ cxeiwax (PUKM) 
127c Ana o6ecneMeHna o6MeHa AaHHbiMM 
Me^KAy KOMnoHeHTOM Ha MHTerpanbHbix cxewiax 
n ApyrMM aHanorMMHbiM ycTpoPicTBOM, 
M3roTOBneHHbiM TeM >Ke M3roTOBMTeneM (oonee 
AeTanbHO sto paccMOTpeHO co ccbinKaMM Ha 
4)nr. 6). 3Ta 3HeproHe3aBncnMaa naiwaTb 127 
ncnonb3yeTca rnaBHbiM o6pa30M noTowiy, hto 
ona o6ecneuwBaeT coxpaHeHne cBoero 
coAepKMMoro n b Tex cnyqaax, KorAa 
oTCoeAnHaeTca mctohhuk nnTaHna. BnoK naMSTvi 
124 TaioKe BKnuwaeT b ce6a 3YnB 128 Ana 
xpaHeHna pe3ynbTaTOB, nonyqeHHbix b 
pe3ynbTaTe o6pa6oTKM b 6noKe o6pa6oTKM 123. 
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XoTfl aneMeHT annapaTHbix cpeACTB 120 
peann30BaH kbk nepnc^epnCiHoe ycrrpotfcTBo Ha 
cmctdmhom niMHe 130 Ana o6ecneneHna 
6onbLueM ceKpeTHocTM, oflHaKO cneAyeT MMeTb b 
BMAy, hto aneMeHT annapaTHbix cpeACTB 120 
MO>KeT 6biTb peann30BaH n hhumh nyTaMn Ha 
ypoBHe cTpyKrypbi nepcoHanbHoro KOMnbiOTepa, 
HanpuMep KaK KOHTponnep A^cKa unn nnaTa 
CTaHAapTa PCMCIA (CTaHAapT accoL^nai^nn no 
MHTepcfcePicy nnaT naMaTM Ana nepcoHanbHbix 
KOMnbKDTepoB), Ana aBTOMaTkiMecKoro 
AeLuncjDpoBaHna n/nnn LLincfDpoBaHna 
nHc^opMaqnn, bboaumo^ m BbiBOAnMOM c 

>KeCTKOrO AUCKa. flpyrMM B03MO>KHblM BapMaHTOM 

ocymecTaneHna aBnaeTca BbinonHeHne 
aneMeHTa annapaTHbix cpeACTB KaK KOMnoHeHTa 
MyiibTn-KpncTanbHoro MOAyna, BKniOHaiotiAero b 
ce6a rnaBHbiM npoL^eccop, KaK onncaHO HMKe. 
KpoMe Toro, xoTa aneMeHT annapaTHbix cpeACTB 
onncaH b cBasn co cTpyicrypoM nepcoHanbHoro 
KOMnbiOTepa, acHO, mto TaKofi aneMeHT 
annapaTHbix cpeACTB MO>KeT 6biTb peann30BaH b 
y3ne TaKOM, KaK 0aKCMMnnbHbin annapaT, 
npuHTep n T.n., nnn b KaHane CBa3H Me>KAy 
KOMnbKOTepoM n nepnqtiepMCiHbiM ycTpoPicTBOM 

BBOAa/BblBOAa. 

Ha qbnr. 6 npeACTaBneHa 6noK-cxeMa 
nocneAOBaTenbHOGTn onepai^nPi npn 
peann3aL4HM HacToamero M3o6peTeHna. 
CHanana, Ha STane 100, n3roTaB/inBaeTca 
KpncTann aneMeHTa annapaTHbix cpeACTB b 

COOT Be TCT BUM C JlK)6blM COOTBeTCTByK)LlJlHM 

cnoco6oM M3roTOBXieHna n ony n po bo ah m ko Bbix 

KOMnOHeHTOB, XOpOUJO. M3BeCTHblM M3 ypoBHa 

TexHnKn. 3aTeM KpncTann repMeTH3MpyeTca b 
nonynpoBOAHMKOBOM Kopnyce c o6pa30BaHneM 
co6cTBeHHO aneMeHTa annapaTHbix cpeACTB 
(3Tan 105). SneMeHT annapaTHbix cpeACTB 
ycTaHaBJiMBaeTca b cncTeMy cepTM^MKaL^nn, 
KOTopaa ycTaHaBnnBaeT aneiapMHecKyio n 
MexaHnMecKyio CBa3b Me>KAy aneMeHTOM 
annapaTHbix cpeACTB n cncTeMOM 
cepTncpnKai^nn (3Tan 110). CucTeMa 
cepTnqbMKai4MH coAep>KMT jimhmio cBa3M, 
cBfl3aHHyK) c nnaTOM nenaTHoti cxeMbi, Ana 
reHepnpoBaHna n npneMa anem-pnnecKnx 
cnmanoB, ncnorib3yeMbix Ana cepTnqbnKaL^nn 
sneiweHTa annapaTHbix cpeACTB. CucTeMa 
cepTH0MKaLjnn TaioKe coAep>KHT ycTponcTBO 
xpaHeHna a^hhux (HanpuMep, 6a3y AaHHbix) 
paHee cqbopMnpoBaHHbix OTKpbiTbix KnioMeR 
LunqbpoBaHna, Heo6xoAHMoro Ana o6ecneneHHfl 
reHepnpOBaHna yHnicanbHoro KniOMa. 3aTeM 
cucTeMa cepTncpnKai^nn noAaeT nnTaHne Ha 
aneMeHT annapaTHbix cpeACTB, KOTopbiPi 
3annTbiBaeT reHepaTop cnyHafiHbix cnmanoB, 
reHepnpyioLi4nPi yHwcanbHyio Ana ycTponcTBa 
napy OTKpbiToro . n MHAnBMAyanbHoro KnioHen 
ujnqbpoBaHnfl BHyTpeHHMM o6pa30M BHyTpn 
aneweHTa annapaTHbix cpeACTB (3Tan 115). 

nocne Toro KaK napa OTKpbiToro n 
nHAnBnAyanbHoro KnKwen* ujnqbpoBaHna 
ccf)opMnpOBaHa BHyTpn aneMeHTa annapaTHbix 
cpeACTB, 3Ta napa Kmonen ujnqbpoBaHna 
nepeAaeTca b cncTeMy cepTnqbnKaunn (3Tan 
120). OTKpbiTbiPi k/iiom cpasHMBaeTca c paHee 
cqtiopMnpoBaHHbiMn OTKpbiTbiMn KnioMaMn Ana 
paHee n3roToaneHHbix aneMeHTOB annapaTHbix 
cpeACTB, xpaHau^nMnca b ycTpoCicTBe xpaHeHna 
AaHHbix (3Tan 125). B ManoBepoaTHOM cnyMae, 

eCJIM 3TOT OTKpblTblM KJIKDH MAeHTHMeH OAHOMy M3 

paHee ccf>opMnpoBaHHbix OTKpbiTbix Kmonei^ 
ujnqtipoBaHna (3Tan 130), to sneMeHT 
annapaTHbix cpeACTB nony^aeT 

cooTBeTCTByioiAntf cnman ot cncTeMbi 
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cepTMCpuKai^MM Ann reHepupoBaHun ApyroCi 
tskom napbi KnioMeM WMqbpoBaHMn (3Tan 135), m 
3tot npoLjecc npoAOJwaeTCfl, Han n Han c 3Tana 
120, Ann o6ecneMeHnn yHHKanbHoro xapaxrepa 
napbi reHepupyeMbix OTKpbiToro u 
MHAHBHAyanbHOro KmoHeft wwcfcpOBaHU*. 

B cnynae, ecnn OTKpbiTbiM ktiioh 
Lunc|3pOBaHnn yHMKaneH, to yorpofcCTBO 
xpaHeHun AaHHbix ODHoanneTcn 3anncbJO 3Toro 
yHHKanbHoro OTKpbiToro Kniona (oran 140). 
nocne 3Toro Ha 3Tane 145 cucTeMa 
cepTMcfjMKaL^nn cx53AaeT yHUKa/ibHbiiH 
cepTuc^MKaT ycTpoPicTBa, noATBep^aioii^MM 
ayT6 h tm h Hocrb napbi KnjoMSM (Aanee 
Ha3biBaeMbiK "cepTMcJwKaTOM ycrpofiCTBa, 
npeAHa3HaMeHHbiM Ann ayTeHTMCjMKaLjMn")- 
CepTnc|)HKaT ycTpoRcTBa, npeAHa3HaHeHHbifi 
Ann ayTeHTMCfiMKaL^MH, 6yAeT BKnjonaTb, no 
MeHbtuePi Mepe, OTKpbiTbitf xnioM tuncppOBaHMn 

yCTpofiCTBa, 3aiLIMCtipOBaHHblM B LJMCfcpOBOM 
BHAe CeKpeTHbIM HHAMBMAyaJlbHblM khhdmom 

M3roTOBHTenn (T.e. hhwmh cnoBaMM, 
ocyu4ecTBnweTcn uJMcfcpoBaHt/ie OTKpbiToro 

KTiHDHa yCTpOtlCTBa HHAHBHAyanbHblM KJ1KDMOM 

LuncfjpOBaHun n3roTOBHTen?i). 3tot cepTMqbMKaT 
y cTpOMCTBa , npeAHa3HaneHHbiPi Ann 
ayTeHTM4)HKai4MM, BMecTe c b npMHL\Mne 

H3BeCTHb!M OTKpblTbIM IO1IOH0M M3rOTOBMTenn 

BBOAmcn b sneMeHT annapaTHbix cpeACTB (3Tan 
150), M sneMeHT annapaTHbix cpeACTB 
nporpaMMnpyeT yHUKanbHyKD napy OTKpbiToro n 
nHAMBMAyanbHoro KntoneCi LUMc^poBaHun, 
cepTMcfcwcaT ycTpoftcTBa, npeflHa3HaHeHHbiM Ann 

ayTSHTMC})HKai4MM, U OTKpblTbIM KTIKDH 

nsroTOBMTenn b cBoetf 3HeproHe3aBMCMMoCi 
naMnTM (3Tan 155). FIcho, hto MO>KeT 6biTb 

MCnOJlb30BaH OTKpblTblCH KHIOH UJMCf)pOBaHMn 

Apyroro coo6iAecTBa (HanpuMep, 

AncTpn6bJOTopa) BMecTo KnioHa M3roTOBt/rrenn, 
mto TpeoyeT MOAMcfwmipoBaHMn m cep™cf)MKaTa 
ycTpoPicTBa, npeAHa3HaneHHoro Ann 
ayTeHTucfDMKaL^nn. K AaHHOMy MOMemy 
TexHonornnecKoro npOLjecca o6ecneHMBaeTcn 
<£n3vmecKan yHUkanbHocTb sneMeHTa 
annapaTHbix cpeACTB, KOTOpbiM Tenepb MO>KeT 
o6ecnennBaTb ceKpeTHoe ycTaHoaneHne 
ooMena MHC>opMaL4MOHHbfMM AaHHbiMM c ApyrviM 
T3KMM 3/18MSHTOM annapaTHbix CpeACTB. 

nocne Toro KaK aneMeHT annapaTHbix 

CpeACTB M3rOTOBJieH, OH BBOAHTCn B 

aneiapoHHoe ycTpoflcTso, TaKoe KaK 
KownbWTepHan CHoreMa, noKa3aHHan Ha cf»nr. 4. 
3to ocyiAecTsnneTcn nyTeM ycTaHOBneHMn 
ceKpeTHoro KaHana nepeAann MHcpopMai^MM 
Me>KAy nui^OM, npeAOcraannioiAMM jiHL^eH3HK), n 
aneivieHTOM annapaTHbix cpeACTB Ha ocHOBe 
npoL\eAyp ayTeHTMc^MKannn, BKnionaioLUMX 
3anpoc n OTBeT, a Taioxe Apyrne xopoLuo 
H3BecTHbie npoi4eAypbi. nocne Toro KaK 
ooecneneH ceKpeTHbifi . KaHan oo"MeHa 
HHcpopMai^nevi, b naivwTb sneMeHTa annapaTHbix 
cpeACTB no 3TOMy KaHany 3arpy>KaeTCfl MapKep 
AeficTBeHHOCTM nnL^eH3HH. flcHo, hto MapKep 

nML^eH3HH MO>KeT 6blTb BBeA©H B MHOJKeCTBO 

aneMeHTOB annapaTHbix cpeACTB m oyAeT 
cymecTBOBaTb b "mctuhhom" unw 
"HenoATBep>KA6HHOM" cocTonHnn, npuneM 
Mapxep nnueH3nn 6yAeT noATBep>KAaTbcn nnn 
He n oATBe p>KAaT ben , BMecTO Toro, MTo6bi ero 
4)M3MMecKM nepeHOCMTb ot OAHoro sneivieHTa 
annapaTHbix cpeACTB k Apyrowiy. 

Ha qbur. 7A m 7B npeACTaBneH BapnaHT 
ocyiAecTBneHun b33hmhom AncTaHUHOHHOM 
MAeHTMctJMKaunn ayTeHTMMHocTn Asyx 
sneMeHTOB annapaTHbix cpeACTB. Ha 3Tane 200 
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ycTaHaanMBaeTcn CBn3b MeKAy 
"HecaHKUMOHnpoBaHHbiM" nepBbiM ysnoM (T.e. 
y3noM, KOTOpoMy b AaHHbivi momcht BpeiweHu He 
paspeiueHo ncnonb30BaTb nkiL\eH3MpoBaHHoe 
nporpaMMHoe o6ecneHeHMe) t coAep^KaiAMM 
nepBbifi aneMeHT annapaTHbix cpeACTB, m 
BTopbiM caHKLjkiOHupoBaHHbiM ysnoM, 
coAep>KaLAHM BTOpofi sneMeHT annapaTHbix 
cpeACTB, KOTopoMy pa3peujeHO ncnonb30BaTb 
nni4eH3npoBaHHoe nporpaMMHoe o6ecneneHkie. 
3tot KaHan cBnsn MO)KeT ycTaHaBnuBaTbcn 
nocpeACTBOM nioSbix oobiMHbix cpeACTB, 
HanpuMep moasmob, ceTeM m T.n. nepBbiM 
sneivieHT annapaTHbix cpeACTB BbiAaeT 
coo6ineHne, BKnionaioinee b ce6n ero 
yHHKanbHbiK cepTucfinKaT ycTpowcTBa, 
npeAHasHaHeHHbiB Ann ayTeHTMC^MKaunn, 
BTopowiy sneMeHTy annapaTHbix cpeACTB (3Tan 
205). nocKonbKy oTKpbiTbitf KniOM tuncfjpoBaHun 
M3roTOBMTenn (PUKM) 3anporpaMMnpoBaH b 
3HeproHe3aBncnMO« naMnTM o6omx sneMeHTOB 
annapaTHbix cpeACTB, to btopom sneiueHT 
annapaTHbix cpeACTB AeLiinc>)pyeT cepTnc>HKaT 
yorpotfcTBa, npeAHasHaHeHHbiti Ann 
ayTeHTHcfjUKaqnM, c noMOLUbio OTKpbiToro Kniona 
LUMC^poBaHMn nsroTOBMTenn (PUKM) Ann 
nonyneHMn OTKpbiToro Kniona wno>poBaHMn 
nepBoro sneiweHTa annapaTHbix cpeACTB (3Tan 
210). nocne 3Toro na 3Tanax 215-220 
ocyii^ecTBnnioTcn onepai^nn, aHanornMHbie TeM, 
KOTopbie 6binn onucaHbi Ann 3TanoB 205-210, 
TaK mto nepBbiM sneivieHT annapaTHbix cpeACTB 
nonynaeT oTKpbiTbiK ioiioh ninc(DpoBaHnn (PUK2) 
BToporo aneMeHTa annapaTHbix cpeflcTB. 

3aTeM Ha 3Tanax 225-230 c 
ncnonb30BaHneM nonyneHHoro OTKpbiToro 
Kn*oHa iuMcf)poBaHnn nepBoro aneivieHTa 
annapaTHbix cpeACTB BTopoi^ sneiweHT 
annapaTHbix cpeACTB LUnc^pyeT coo6meHne 
3anpoca cornacHO Bbi6paHHOMy 

KpwnTorpacfcuHecKOMy anropnTMy (HanpuMep, 
RSA) n nepeAaeT coo6meHne 3anpoca nepBOMy 
sneMeHTy annapaTHbix cpeACTB. Ha 3Tane 235 n 
240 nepBbiK aneMeHT annapaTHbix cpeACTB 
AeujM4)pyeT coo6i4eHne 3anp6ca c 
ncnonb30BaHneM CBoero . nHAUBMAyanbHoro 
Kniona (PRK1) m renepupyeT OTBeTHoe 
coo6u^eHne nyTeM LUMCfipoBaHMn 
AeiunipoBaHHoro coo6iAeHnn 3anpoca c 
ncnonb30BaHMeM OTKpbiToro ? icnioHa 

LUnqbpOBaHun BToporo sneMeHTa annapaTHbix 
cpeACTB (PUK2) m nepeAaeT OTBeTHoe 
cooCmeHne BTopoMy sneMeHTy annapaTHbix 
cpeACTB. 3aTeM btopom sneMeHT annapaTHbix 
cpeACTB AewncfrpyeT nonyMeHHbiM .,,-OTBeT c 
ncnonbsoBaHneM CBoero nHAUBMAyanbHoro 
Knio^a LUMcppoBaHun (PUK1), KaK sto 6bino 
paHee onpeAeneHO nyTeM A©ULJwo>P OBaHMfl 
paHee nepeAaHHoro cepTMO>HKaTa ycTpoficTBa 
M3roTOBMTenn (3Tan 245). Ha 3Tane 250 BTopoft 
sneMeHT annapaTHbix cpeACTB cpaBHUBaeT 
ncxoAHoe coo6tAeHne 3anpoca c 

AeiJJMCfDpOBaHHblM OTBeTHbIM COOSll^eHHeM, ' Vi 

ecnn ohm He MASHTMHHbi, to ocyu^ecTBneHMe 
cBn3M npeKpaiAaeTcn (3Tan 255). B npoTMBHOM 
cnynae Ha STanax 260-290 ocymecTsnneTcn 
npoi^eAypa 4)OpMMpoBaHMn m o6pa6oTKM 
3anpoca/oTBeTa, noAO^Han ocyLAecTBn^BiueMcn 
Ha 3Tanax 225*260, Ann npoBepKM Toro, mto 
BTopofi sneMeHT annapaTHbix cpeACTB 
A©MCTBMTenbHo npMHnn MHO>opMai4Mio, 
nepeAaHHyio ot nepBoro sneMeHTa annapaTHbix 
cpeACTB. YcneniHoe 3aBepiueHMe stmx STanoB 
(225-290) rapaHTMpyeT, mto o6a sneMeHTa 
annapaTHbix cpeACTB ayTeHTMMHbi m 
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WHCflOpMaLlKOHHblPi o6MeH Me>KAy HHMH 
3aLHHu^eH (3Tan 295). 

Ha cf>nr. 7C npeflCTaaneH BapwaHT 
ocymecTBneHHn npoL^eflypbi 3amumeHHoro 
nepeHOca MapKepa AewcTBeHHOcTM nni^eH3MM ot 
BToporo oneivieHTa annapaTHbix cpeflCTB 
nepBOMy sneMeHTy annapaTHbix cpeflCTB npn 
ocymecTaneHnn samnuneHHOft npoueflypbi 
HHCf)opMai4H0HHoro o6MeHa. rioane 

ycTaHOBJieHu^ 3ami/iLneHHOK (ceKpeTHofi) cb*3U 
nepBbiPi aneMeHT annapaTHbix cpeACTB 
3anpaiiiMBaeT BTopotf aneMeHT annapaTHbix 
cpeflGTB, o6naflaeT nu tot MapKepoM 
AePicTBeHHocTM ni/meHSHH (3Tan 300). Ecnn 
cucTeMa, coflepaoLnafl BTopofi 3neMeHT 
annapaTHbix cpeACTB, He uiueeT MapKepa 
AeiiCTBeHHOCTM nni4eH3MM (3Tan 305), to 
npoi^eAypa cb«3h Mewfly sthmw aneMeHTaMM 
annapaTHbix cpeflCTB npeKpau^aeTCfl (3Tan 310). 
OAHaKO ecnn CMoreMa, coAep>Kaman BTopotf 
oneMeHT annapaTHbix cpeACTB, MMeeT MapKep 
AeMCTBeHHOcTM nwqeHSHH, to OHa nepeAaeT 
cooTBeTCTBeHHo coo6u^eHne nepBOMy sneMeHTy 
annapaTHbix cpeACTB (3Tan 315). 

nocne npneMa 3Toro coo6LneHua nepBbifi 
aneMeHT annapaTHbix cpeACTB MHHi4MMpyeT 
3anpoc nepeHoca MapKepa AetfcTBeHHOc™ 
nnL^eH3MH, no3Bormiomnfl nepBOMy oneMeHTy 
annapaTHbix cpeACTB ncnonb30BaTb 
nnL^eH3npoBaHHoe nporpaMMHoe o6ecneHeHne 
(3Tan 320). BTopofl aneMeHT annapaTHbix 
cpeACTB OTBenaeT Ha 3anpoc nepeHoca nyTeM 
nepeHoca MapKepa a© m cTBe h h oct m nnL^eH3nn, 
o6ycnaBnnBaKDinero noTepio mm cboux 
nnueH3npoBaHHbix npMBMnerufi (3Tan 325). 
nepBbifl aneMeHT annapaTHbix cpeACTB 
nonynaeT yi<a3aHHbjPi MapKep AetfcTBeHHOCTU 
nnueH3nn m 3anoMMHaeT stot MapKep b csoefi 
3HeproHe3aBncnMO« naM«TM, m saTeM oh 
Aon>KeH nepeAaTb coo6Li4eHne BTopoMy 
aneMeHTy annapaTHbix cpeACTB o tom, hto oh 
npwHnn MapKep AeficTBeHHocTH nuL^eHSMM, 
no3BonfliotnMM eMy ncnonb30BaTb cbok> Konnio 
ynoMAHyToro nporpaMMHoro o6ecneneHnn (3Tan 
330). B 3TOT MOMeHT HHC^opMai^MOHHbiCi o6MeH 
6yAeT 3aKOHneH (3Tan 335). 

53cho, hto MO>KeT 6biTb nonyneH 
AononHHTenbHbift ypoBeHb i^enocTHOCTM 
npoTOKona sa cneT BBeAeHua 
nocneAOBaTenbHOCTH 3anpoc/oTBeT Me>KAy 
3TanaMM 320 n 325 u Me>KAy STanaMM 325 m 330. 
3to no3BonneT ncKnioHHTb "nosTop" 
npeAbiAyLUHX coobiTWM nepenoca MapKepa 
nni4eH3nn. 

OAHOBpeMeHHo c ocyii^ecTBneHneM cBn3n 
Mex<Ay nepBbiM n btopwm aneMeHTaMU 
annapaTHbix cpeACTB Ka>KAbiw TaKofi sneMeHT 
annapaTHbix cpeACTB 6yAeT 3anoMMHaTb 
coA©P>KHMoe cbomx nepeAan b 
3HeproHe3aBMCMMoR naMnTki b KanecTBe 
KOHTponbHOM pen/icTpaijHH. TaKUM o6pa30M, b 
cnynae pa3"beAHHeHM« cBn3n, nocne Toro KaK 
BTopofi sneMeHT annapaTHbix cpeACTB 
6noKnpoBan cbokd Konwo, ho nepeA TeM KaK 
nepBbiPi 3neMeHT annapaTHbix cpeACTB 
3aAe^cTBOBan cboio Konwo, o6a 3th sneMeHTa 
annapaTHbix cpeACTB mop/t npocMOTpeTb cbom 
KOHTponbHbie pen/icTpauun nocne 

BOCCTaHoaneHUfl cbh3H Ann onpeAeneHun Toro, 
KaKOM aneweHT annapaTHbix cpeACTB (ecnw 
TaKOBoPi uMeeTcn) UMeeT pa3penieHne 
ncnonb30BaTb nuL\eH3npoBaHHoe nporpaMMHoe 
o6ecneHeHMe. 

HacToamee wsoepeTeHue, onucaHHoe Bbiiue, 
MO>KeT 6biTb ocyu^ecTsneHo Ha npaicrnKe 
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pa3nnMHbiMM nyTHMW c wcnonb30BaHneM caMbix 
pa3nnMHbix KOHcfiMrypauMCi. Xota HacTOfliAee 
n3o6peTeHne 6bino onncaHo na npuMepe 
HeKOTopbix BapnaHTOB ero ocyunecTaneHM^, 
cnei^nanncTbi b a^hhoPi o6nacTM TexHMKH mop/t 
npeAno>KMTb Apyrne noAo6Hbie Bapi^aHTbi, He 
BbixoAfl 3a npeAenbi cyu^HOCTH n o6"beMa 
U3o6peTeHMfl. H3o6peTeHne AonxHO nosTOMy 
oi^eHUBaTbCJi b TepMUHax nyHKTOB cfiopMynbi 
M3o6peTeHnn. 

<t>opMyjia M3o6peTeHn«: 

1. SneMeHT annapaTHbix cpeACTB, 
BbinonHeHHbiCi Ha MHTerpanbHoPi cxeMe b 
Kopnyce n npeAHa3HaneHHbiPi LuuicfcpoBaHMfl 
n AeLunct»poBaHHfl nHct>opMaL^nn, coAep>KaiAnPi 
6noK o6pa6oTKH, npeAHaaHaneHHbiM aha 
BHyTpeHHew o6pa6oTKM ' MHC^opMaL^HM, 
3HeproHe3aBHCHMyio naMATb, npeAHa3HaHeHHyio 
Anfl xpaHeHUfl AaHHbix, ati^ xpaHeHt/m 
yHUKanbHOM napbi KnioHefi innc^poBaHn^, 
Liwc^poBoro cepTucjDMKaTa, npeAHasHaneHHoro 
Anfl ayTeHTncpMKai4HM, m OTKpbiToro icnrana 
ninct)poBaHM« M3roTOBMTen« aneMeHTa, npuneM 
3HeproHe3aBncnMayi naMJiTb cB^saHa c frnoKOM 
o6pa6oTKH, naMATb c npon3BonbHoui BbiGopKoCi, 
npeAHa3HaneHHyio Ann xpaHeHun MHc^opMauuM, 
o6pa6oTaHHOM 6noKOM o6pa6oTKM, npuneM 
naMATb c npon3BonbHoR Bbi6opKO^ AaHHbix 
cB«3aHa c 6noKOM o6pa6oTKM, reHepaTop Hucen 
Ann reHepupoBaHun yHUKanbHow napw KnioMePi 

UJUCfDpOBaHMn, CBfl3aHHblP^ C 6nOKOM 06pa60TKM, 

m LUMHHbiM HHTepcfieMC, npeAHa3HaHeHHbM Ann 
ooecneneHMfl MHo>opMaL^noHHoro o6MeHa c 
3neMeHTOM, npn 3TOM LLiMHHbiM MHTepc^ePic 
CB«3aH c 6noKOM o6pa6oTKM. 

2. SneMeHT no n.1, OTnunaioiJUMPicfl TeM, hto 
ynoM^HyTbiM l^hc^pobom cepTucfjuKaT, 
npeAHa3HaMeHHbiCH Ann ayTeHTuc^MKaunn, 
npeACTaBnneT co6om OTKpbiTbiM icnioH 
WMcfcpoBaHi/ifl n3roTOBHTenn oneMeHTa, 

3aUUMC|)pOBaHHblCl MHAHBHAya-nbHblM lOllOHOM 
LUHC})pOBaHMfl 3TOrO M3rOTOBMTenfl. 

3. 3neMeHT no n.1, OTnuHaKDii^nKcn TeM, hto;* 
3HeproHe3aBMCMMan naM«Tb, KpoMe Toro, >■ 
coAep>KMT KpunTorpac^nnecKUM anropnTM. /. 

4. SneMeHT no n.1, oTnunaioL^HMcn TeM, hto' 
reHepaTop Mucen BbinonHeH b bha© reHepaTopa 
cnyHaMHbix nucen. 

5. SneMeHT no n.1, OTnuMafOLHHMcn TeM, hto 

LUHHHblH HHTepQ^ePlC CBW3aH C LilMHOM A^W 

o6ecneHeHM« KaHana cbh3H c ynoM^HyTbiM 
sneMeHTOM Ha MHTerpanbHoft cxeMe m Ann 
o6ecneMeHnn bo3mo>khoctm sneMeHTy Ha 
MHTerpanbHoCi cxeMe AeuJucjDpoBaTb n 
3anoMMHaTb MHc})opMaL;Mio, nepeflaHHyio k HeMy, 
n ojna>poBaTb m nepeAaBaTb nHc}DopMaL\MK) ot 
Hero. 

6. OneMeHT annapaTHbix cpeACTB, 
BbinonHeHHbiCi Ha HHTerpanbHoB cxeMe m 
npeAHasHaneHHbiM Ann ujno>poBaHnn n 
Aeujvic|DpoBaHMn MH($)opMai4HM, coAepKau^nPi 
6noK o6pa6oTKM, npeflHa3HaHeHHbiti Ann 
BHyTpeHHeC^ o6pa6oTKM yKasaHHoi^ 
MHCfjopMai^nM, 3HeproHe3aBMCMMyio naM«Tb, 
npeAHasHaneHHyio Ann xpaHeHun yHUKanbHow 
napbi KnKDHePi Lunc^poBaHUfl, cepTna>MKaTa 
ycTpo^cTBa n3roTOBMTenn sneMeHTa na 
HHTerpanbHofi cxeMe n OTKpbiToro Knio^a 
LUMct)poBaHMfl ynoMnHyToro n3roTOBHTenn, 
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6noKOM o6pa6oTKM, naMSTb c npon3BonbHofi 
Bbi6opKow, npeAHa3HaneHHyK) Ann xpaHeHun 
yKa3aHHOPi MHcfiopMai4HH m cBn3aHHyio c 6noKOM 
o6pa6oTKM, reHepaTop cnynafiHbix nucen, 
npeAHa3HaneHHbiM Ann reHepupoBaHun 
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nH<£opMaqnn Ann qbopMnpoBaHwn yHUKanbHoPi 
napbi KntcwePi Luno>poBaHwn, npHHeM 
ynoM^HyTbJM reHepaTOp cnyHafiHbix Hucen 

CBH3aH C OTIOKOM 06pa60TKH, U UJHHHblM 

WHTepqbefic, npeAHa3HaneHHbifi Ann 
ooecneneHun MHqbopMaLjMOHHoro o6MeHa c 
a/iewieHTOM Ha HHTerpanbHofi cxewie, npu stom 
ynoMflHyTbiM ujHHHbifi MHTepqbeflc cBnsaH c 
6/iokom o6pa6oTKH. 

7. 3neMeHT no n.6, OT/iMHaioinwiicn TeM, mto 
ynoMflHyrbiii ujuhhum MHTepqbefic o6ecneHMBaeT 
Kanan cba3h Ann o6ecneHeHi/in bo3mo>khoctm 
sneMemy Ha nHTerparibHofi cxeMe 
ocymecTBnnTb AewuqbpoBaHue n 3anoMMHaHne 
MH<t>opMai4MH, nepeAaBaeMOM k HeMy, a TaioKe 
ninc^poBaHvie m nepeAa^y HH<$opMai4i/m, 
nepeAasaeMoii ot Hero. 

8. KoMrtbHDTepHafl cucTeiwa, 
npeAHa3HaMe.HHafl Ann tuviqbpoBaHHn h 
AeujM4)poBaHMfl HHQbopMam/iM, coA©P>KaiAafl 
maBHbifl npoqeccop m naMHTb Ann xpanenwn 
nporpaMMbi, B3anMOAeMCTByK)LAne c cwcTeMHOft 

LLIHHOfi, OTJlH^aMDLAa^Cfl TeM, HTO C0ASP>KMT 

sneMem- annapaTHbix cpeACTB, cBn3aHHbitf c 
jpwcTeMHpfi ujuhom u npeAHa3HaHeHHbiPi Ana 
AeuuMcfjpupOBaHUfl nHQ>opMai4HM, noorynaiomeB - 
b aneMeHT annapaTHbix cpeACTB, h aha 

LUUCj)pOBaHUfl HHC|30pMai4HM, BblAaBaeMO^ M3 

3/ieMeHTa annapaTHbix. cpeAQTB, npuneM 
sneivieHT annapaTHbix cpeACTB coAep>KMT 6tiok 
o6pa6oTKM, npeAHa3HaMeHHbi« Ann o6pa6oTKW 

BBOflUMOM M BblBOAHMOCl MHC^OpMaL^MM BHyTpW 

sneiweHTa annapaTHbix cpeACTB, jyTewieHT 
naMPTM, CBfl3aHHbifi c 6noKOM o6pa6oTKPT~VT~ 
'npeAHa3HaweHHbiM flnn xpaHeHun yHHKanbHoB 
napw Kmonefi wkicppoBaHi/in, cepTucpuKaTa 
ycTpoMCTBa u3roTOBHTenfl aneiweHTa 
annapaTHbix cpeACTB, oTKpbiToro icmona 

LUHCf)pOBaHHfl H3rOTOBMTenfl H BBOAMMO^ H 

BbiBOAHMoR MHcfjopMaL^MM, reHepaTop Mucen, 

CBH3aHHblM C OJIOKOM OOpaOOTKH M 

npeAHa3HaHeHHbitf Ann reHepwpOBaHHn 
ynoMAHyToti yHMKajibHofi napbi KnioHeCi 
LuncfipoBaHMjq, h LunHHbivH i/iHTepqbePic, 

CBW33HHblM C 6/lOKOM O6pa60TKM. 

9. CucTeMa no n.8, oT/iHHaiOLnancfl TeM, hto 
aneMeHT naMn™ BKruonaeT b ceon 

3H e p roH e3a b h cm My k> naMnTb Ann coxpaHeHMn 
ynoMJi HyToCi yHUKanbHoPi napbi KmoHefi 
Luncf>poBaHHfl b cnynae OTcoeAHHeHun nHTaHvin 
ot ynoMJiHyTOM 3HeproHe3aBncnMofi naMRTM. 

10. CMcreMa no n.9, OTnunaioinaRcn TeM, mto 
ynoMHHyTbifi aneMeHT naMn™ npeAHa3HaneH 
AOS..xpaHe.Hiiaj<&kinxQrpa4)>iHecKoro a/iropMTMa. 

1 1 . KoMnbioTepHafl cuoreMa, 
npeAHa3HaHeHHan Ann ujuqbpoBaHMn u 
AeiiinijjpMpoBaHUfl MHC^opMaqnn, coAepKaiMafl 
naMATb, npeAHa3HaneHHyK) An« xpaHeHUfl, no 
MeHbUjePi Mepe, oaho^ nporpaMMbi 

IDMCfDpOBaHUfl M flBUMACppVipOBaHVlfi , maBHbIM 

npoi^eccop, npeAHa3HaneHHbiM Ans BbinonHeHMfl 
ynoMSHyTbix nporpaMM LUMcfDpoBaHUH m 
AeiiJMc|DpMpoBaHnn, cucTeMHyio uJUHy, 
npeAHa3HaneHHyK) Ann cbh3m rnaBHoro 
npoLieccopa i>i naM^Tn, aneMem" annapaTHbix 

CpeACTB, CBfl3aHHblK C CHCTeMHOfl UJUHOCl, 

npeAHa"3HaMeHHbi^ Ann BHyTpeHHero 

AeLUMCfcpMpOBaHUfl MHCt>OpMai4HH, bboahmom ot 
yAaneHHoro ycxpoMCTBa, m iuno})poBaHnn 
MHcbopMaunn, BbiAaBaeMoK vAanenHOMy 
ycrpovicTBy, npwneM ynoMAHyTuvi sneMeHT 
annapaTHbix cpeACTB BKruonaeT b ce6n 6jiok 
o6pa6oTKM ynoMHHyTovi bboaumo^ h BbiBOAHMOfi 
nHo>opMai4HM b ynoMAHyTOM 3/ieMeHTe 
annapaTHbix cpeACTB, 3HeproHe3aBMCHMyra 
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naMATb, npeAHa3HaMeHHyKD Ann xpaHeHun 
yHMKanbHoiH BbiAeneHHOM napbi KniOMefi 
Luncf)poBaHHH. cepTucpMKaTa ycTpoCicTBa aha 
ayTeHTHcfcnKai4nn n OTKpbiToro KnioMa 

UJH4)pOBaHHfl M3rOTOBHTe/15? , npHMeM BCe 3TH 

AaHHbie npeAHa3HaMeHbi Ann ncnonb30BaHnn 
npn A©ULinc})pnpOBaHMM ynoMSHyTo^ bboammoR 
HHO>OpMai4MM h iunc})poBaHMn ynoMAHyToPi 
BblBOAUMO^ MHCftOpMai^MH, npM 3T0M 

3HeproHe3aBMCHMan naMATb cB«3aHa c 
ynoMAHyTbiM 6jiokom o6pa6oTKM, 
3Hepro3aBncnMyK) naMHTb, npeAHa3HaHeHHyio 
Ann BpeMeHHoro xpaHeHun ynoMAHyTotf 

BBOAMMOR M BblBOAHMOM MH0OpMaL4HH, 

o6pa6aTbiBaeMo& Gjiokom o6pa6oTKn t 
reHepaTop cnyMaMHbix m/icen Ann 
reHepupoBaHun ynoMflHyToR yHUKanbHOM napbi 
KnKwefi ujucfipoBaHutn. m tunHHbiPi MHTepo>eMC, 
npeAHa3Ha^eHHbiM Ann o6ecneMeHnn cBn3M 
Me>KAy AaHHOM cucTeMoi^ n yAaneHHoft 
CMCTeMoB, cBn3aHHbiM c ynoMnHyTbiM 6hokom 
o6pa6oTKM. 

12. CucTeMa no n.11, omuMaiounaflcn TeM, 
hto 3Hepro3aBMCHMan naMnTb npeAHa3HaneHa 
Ann xpaHeHwn, no MeHbLuew Mepe, oahoto 
KpnnTorpac}5MHecKoro anropMTMa. 

13. Cnoco6 Ann ayTeHTucfjuKaL^MM napbi 
sneMeHTOB annapaTHbix cpeACTB, 
3aKniOHaKDU4MMcn b tom, hto ycTaHaannBaioT 
KaHan cBn3M Me>KAy nepBbiM m BTopbiM 
3/ieMeHTaMM annapaTHbix cpeACTB, 
ocyu^ecTBnnioT ayTeHTnqbMKai^nio ynoMnHyTbtx 
nepBoro m BToporo sneMeHTOB annapaTHbix 
cpeACTB, nepeAaiOT coo6u4eHne 3anpoca to 
nepBoro sneMeHTa annapaTHbix cpeACTB 
BTopoMy sneMeHTy annapaTHbix cpeACTB Ann 
onpeAeneHun Toro, o6naAaeT rin BTbpoCi 
3/ieMeHT annapaTHbix cpeACTB MapKepoM 
Ao^cTBeHHOCTH nnqeH3MH, reHepupy iot 3anpoc 
nepeHOca ot nepBoro sneMeHTa annapaTHbix 
cpeACTB k BTopoMy sneMeHTy annapaTHbix 
cpeACTB, npu ycnoBMn HannHMn MapKepa 
Ae^CTBeHHocTM nMLieH3MM y BToporo sneMeHTa 
annapaTHbix cpeACTB ocyi^ecTBTinioT nepeHoc 
MapKepa Ae^cTBeHHOCTM nnqeH3HH ot BToporo 
sneMeHTa annapaTHbix cpeACTB k nepBOMy 
sneMeHTy annapaTHbix cpeACTB, reHepupyioT 
coo6ii^eHMe npMeMa MapKepa ot nepBoro 
sneMeHTa annapaTHbix cpeACTB k BTopoMy 
sneMeHTy annapaTHbix cpeACTB nocne npneMa 
MapKepa AetfcTBeHHOc™ nnL;eH3MM. 

14. Cnoco6 no n.13, OTnunaioinHMcn TeM, hto 
npu ayTeHTHcfcwcauuM nepeAaiOT yHUKanbHbiM 
cepTnqtiUKaT ycTpo^CTBa, xpaHnLnerocn b 
nepBOM sneMeHTe annapaTHbix cpeACTB, k 
BTopoMy 3/ieMeHTy annapaTHbix cpeACTB, 
AeiunqbpMpyioT yHUKanbHbiPi cepTnqbuKaT 
ycTpo^CTBa Ann no/iyneHun OTKpbiToro KniOHa 
LUMC^pOBaHMn nepBoro sneMeHTa annapaTHbix 
cpeACTB, npeAHasHaneHHoro Ann 
ocymecTanenun MHc^opMai^noHHoro o6MeHa c 
nepBbiM sneMeHTOM annapaTHbix cpeACTB m ero 
ayTeHTnqbMKamin, nepeAaiOT yHUKanbHbiM 
cepTnqbuKaT ycTpoficTBa, 3anoMHeHHbiK bo 
btopom 3/ieMeHTe annapaTHbix cpeACTB, k 
nepBOMy sneMeHTy annapaTHbix cpeACTB, 
AeuJuqbpupyioT yHUKanbHbift cepTMqbMKaT 
ycrpoftcTBa Ann nonyneHMn OTKpbiToro KnioHa 
iLiMO>poBaHMn BToporo sneMeHTa annapaTHbix 
cpeACTB, npeAHa3HaneHHoro Ann 
ocymecTaneHMfl nHqbopMaLinoHHoro o6MeHa c 
BTopbiM sneMeHTOM annapaTHbix cpeACTB u ero 
ayTeHTnqbUKauvin, reHepnpyioT cooeu^eHne 
3anpoca, niMQbpyeMoe OTKpbiTbiM kjiiomom 
LunqbpoBaHun nepBoro 3/ieMeHTa annapaTHbix 
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cpeflCTB, nepeflaKDT coo6ii^eHMfl 3anpoca 
BTOpOMy aneMeHTy annaparHbix cpeACTB, 
Aeiunc|DpnpytoT coo6ineHwe 3anpoca h 
qbopMHpyfOT oTBeT Ha cooSmeHne 3anpoca 
BTOpbiwi sneivieHTOM annapaTHbix cpeACTB, 
reHepupyKDT coo6i4eHMe 3anpoca, ujuc^pyeMoe 

OTKpblTbIM KHfOMOM LUUqbpOBaHMfl BTOporO 

sjieiweHTa annapaTHbix cpeflCTB, nepeAaioT 
coo6meHwe 3anpoca nepBOMy ajieivieHTy 
annapaTHbix cpeACTB, as hi h o£pn py iot 
coo6ineHwe 3anpoca m cfcopMHpyioT OTBeT Ha 3to 
coo6meHne 3anpoca nepBbiM anewieHTOM 
annapaTHbix cpeACTB. 

15. Cnocoo" no n.14, OT/iMHaiomnPicH TeM, hto 
nonysaioT oTKpbiTbiw Knran ixinc^poBaHna 
nepBoro sneMeHTa annapaTHbix cpeACTB, 

nonyMaMDT OTKpblTblft KnK)H LUMC^pOBaHUfl 

BToporo aneMeHTa annapaTHbix cpeACTB ati* 
onpeAeneHU^ Toro, hto MHcfDopMat^noHHbiM 
o6MeH Me>KAy nepBbiwi u BTopbiM aneMeHTaMM 




annapaTHbix cpeACTB ABn^eTcn sau^nu^eHHbiM, 
ocymecTBJiflKDT o^MeH coo6iMeHneM 3anpoca u 
coo6meHneM oTBeTa Me>Kfty nepBbiM anetvieHTOM 
annapaTHbix cpeACTB m BTopbiM aneMeHTOM 
annapaTHbix cpeACTB. 

5 16. Cnoco6 no n.13, oTnuHaiomHHCfl TeM, hto 

nepeA reHepupoBaHi/ieM 3anpoca nepeHoca 
AononHHTenbHO onpeAen*JOT BTopbiM 
aneivieHTOM annapaTHbix cpeACTB, o6naAaeT nn 
oh MapKepoM Ae^cTBeHHocTM nMueH3MH, m npu 
3TOM npeK'paLAajOT ocymecTaneHHe cba3H nepeA 
coo6meHneM 3anpoca npu ycnoBuu Toro, hto 
BTopofi sneMeHT annapaTHbix cpeACTB He 
oGnaAaeT iwapKepowi AeficTBeHHoc™ nui4eH3UU, 
m reHepupyioT coo6meHvie OTBeTa Ha 
coo6meHne 3anpoca nepeA nepecbinxoM 

15 wapKepa AeficTBeHHOCTM nni_ieH3Hvi npu ycnoBnn 
Toro, hto BTopofl aneMeHT annapaTHbix cpeACTB 
o6naAaeT MapKepoM AeiiCTBeHHocTM nuL4eH3Wu. 
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